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ABSTRACT
Many distributed systems assume participants are both performant
and secure, characteristics offered by many cloud-based systems.
However, scaling distributed techniques down to highly resource-
or power-constrained contexts may require alternative approaches.
One such context is the deployment of ad hoc distributed systems in
insecure or uncontrolled areas, for example during disaster response
activities. Providing reliable and secure service is exacerbated by
the computational and power constraints imposed on these devices.
In this work, we first introduce the concept of on-demand topic-
channels. Then, we describe three message authentication protocols
which provide secure, authenticated communication between par-
ticipants and a coordinator, while also providing resilience from
adversarial or accidental disruption. We leverage homomorphic
hashing primitives to trade message secrecy against communica-
tion and computational costs. Finally, we assess these protocols, and
show that our hash-based protocols provide significant efficiency
improvements over traditional encryption-based approaches.
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1 INTRODUCTION
Efficient, low-power, and fault-tolerant distributed protocols are ide-
ally suited for applications in disaster response. Rapid deployments
of ad hoc devices in natural disaster response provides emergency
personnel with a much better situational understanding in areas
where underlying infrastructure may be damaged or nonexistent.
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Such deployments are intrinsically ephemeral, as nodes may fail
for a number of reasons: battery depletion, hardware failure, or
communication interruption. Criminals seeking to exploit a disaster
may serve in an adversarial role, attempting to subvert or compro-
mise sensor coverage. The deployed network should therefore be
resilient, remaining available for readings despite such failures or
attacks while also rejecting unauthorized queries.

Furthermore, disaster response activities may necessitate layered,
heterogeneous deployments of different sensors. Not all data will
be relevant to all responders; by compartmentalizing information
and releasing only to users who are both relevant and authorized,
operational security and communication efficiency can both be
improved. These “topic-channels" have thus far been associated
with publish-subscribe frameworks, yet event-driven approaches
do not account for changing user demands. By adapting the concept
of topic-channels to an on-demand paradigm, the number of sensor
readings and network transmissions may be drastically reduced.

2 BACKGROUND & RELATEDWORK
Many aspects of providing secure communication in low-power
ad hoc systems have been extensively studied in the literature,
both from a security and efficiency perspective. For example, [3]
proposed a grouped aggregation scheme for distributed systems to
reduce network load, but did not address adversarial resilience.

Message routing itself provides a sensitive attack surface for
adversaries to exploit. In their benchmark paper, [4] proposed Ari-
adne, a distributed protocol for securing message routing for ad
hoc networks. However, their approach is restricted to the routing
messages themselves, which are used to ‘learn’ the topology of
the network. Additionally, it requires either time synchronization
or shared secret keys; the former is rarely possible in low-power
deployments, and the latter is sensitive to node capture attacks.

The authentication of message content is highly important in
sensor systems, as improper messages may distort the semantic con-
clusions of users. The power savings of hashing over encryption in
low-power systems are supported by the work of [7]; [2] proposes
a protocol to leverage this, and provide efficient message authenti-
cation. However, it relies on a secure setup phase for handshaking,
which makes post-deployment changes difficult or impossible.

To address this drawback, wemake use of homomorphic hashing,
a class of collision-resistant hash functions initially introduced
by [1], and later extended by [5] and [6]. Given a hash function
H (x), we can say that H is homomorphic if for some operation |,
H (a)|H (b) = H (a |b). We leverage this class of functions to provide
node capture resilience while also permitting queries to target
specific topic-channels.
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3 RESEARCH CONTRIBUTIONS
We first define the concept of topic-channels: semantically-distinct
node groupings used to address context-sensitive subsets of nodes
within a heterogeneous network. For example, certain types of
participant nodes or specific sensor families may be selectively
queried according to user requirements, reducing communication
and computational load without impacting functional performance.

We then aim to answer the following questions: (1) Can we pro-
vide a protocol for on-demand querying of topic-channels within a
heterogeneous, ad hoc distributed system? (2) Can the security of
the protocol be guaranteed against a variety of attacks and adversar-
ial scenarios, while also maintaining availability and fault tolerance
throughout? (3) Can the protocol support post-deployment modi-
fications to topic-channel assignment, without compromising the
security of the network? (4) Can the efficiency of our protocol be en-
sured through the use of less computationally-intensive methods?
(5) Can we minimize transmissions, to reduce energy usage?

We propose and compare three novel messaging protocols that
support desired on-demand topic-channel structures:
(1) The first is a novel protocol based on homomorphic hashing

primitives. This approach offers efficiency improvements over
standard encryption protocols, but sacrifices the secrecy of the
messages. However, limitations on authentication in this proto-
col may leave the network open to some types of exhaustion
attacks during the response phase.

(2) The second protocol introduces the concept of channel valida-
tion through additional hashing, and leverages on-node decision
making to provide stronger response validation at the expense
of slightly increased computational costs.

(3) The third protocol builds upon the previous ideas by introducing
chain validation, which incorporates structural properties of
the network to constrain and shape message propagation. This
further reduces communication overhead during the response
phase, at the expense of increased hashing.

Routing for these protocols is implemented through multicasting,
for additional fault tolerance in message delivery.
4 PRELIMINARY RESULTS
In evaluating these results, simulated deployments with different
topologies were tested. The total, network-wide count of response
transmissions triggered by a valid query is shown in Fig. 1(a); the
total, network-wide count of erroneous transmissions triggered by
a coordinated adversarial attack is shown in Fig. 1(b).

For deployments with high centrality, where messages must pass
through several intermediate nodes, channel validation provides
reductions in adversarial propagation, shown in Fig. 1(b). These
attacks are filtered out by non-compromised intermediate nodes
during the forwarding process. In particular, the channel filtering
approach is most effective in topologies where the number of paths
among source and destination nodes are relatively small, as there
are fewer routes for the adversarial broadcast to take.

Under chain validation, systems with lower diameters see ef-
ficiency improvements in both message transmission, shown in
Fig. 1(a), and adversarial impact, shown in Fig. 1(b). By bounding
broadcast depth, total message count can be reduced regardless of
source, producing synergistic effects with channel validation due
to pruning of overly circuitous routes.

!

"!!!!

#!!!!!

#"!!!!

$!!!!!

$"!!!!

%!!!!!

&'() *+,)-- ./0- &1(2234)25 643-)2(3 7+8(9:;)/5

<(2/5:,)(0=1/==/40=:6-):>?-)9

>?-)9:<(2/5('/40:@6#A BC(00-2:<(2/5('/40:@6$A BC(/0:<(2/5('/40:@6%A

Fig. 1(a): Number of transmissions per query for
a topic-channel with a 10% membership rate.
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Fig. 1(b): Number of transmissions incurred by a single,
coordinated attack for a network with a 1% adversarial rate.

Figure 1: Comparison of three proposed protocols under
varying topologies, with an ad hoc system size of 1600 nodes.

5 CONCLUSION & FUTUREWORK
In this work, we introduced on-demand authenticated topic-
channels, and presented three alternative protocols to provide both
fault-tolerant, authenticated communication and resilience from
adversarial or accidental disruption for ad hoc distributed systems.
Potential future work includes evaluating messaging performance
under additional attack models, topological structures, or network
partitioning. Additionally, intelligent message aggregation, routing,
and forwarding strategies provide several promising alternatives
to further reduce communication load.
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